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Abstract—Bioterrorism is a form of biological warfare or 
biowarfare involving a planned and deliberate use of contagious 
disease causing and highly pathogenic strains of microorganisms as 
weapons of mass destruction.  Highly virulent, resistant an even 
emergent strains of pathogens are released as agents through the 
medium of air, water or food causing life threatening illnesses and 
panic in the human population. The present study makes an attempt 
to understand the harsh risk posed by such toxic pathogenic agents 
and the need to prepare the Public Health Management Systems 
towards effective management of highly infectious diseases. The 
major threats identified through content analysis for the present 
study are: a) usage of highly virulent and pathogenic strains, b) 
modification of the strains to highly resistant forms, c) capacity to 
remain undetected for several hours/days, d) easy transmission, e) 
potential for serious adverse impact on public health, panic and 
social disruption.  
 
Some recommendations of the study are: 1) biowarfare should be 
viewed as a major public health emergency across the globe, 2) 
understanding the demands placed on the Public Health Management 
Systems and the need for preparedness to deal with such crisis, 3) 
need for creating public awareness and sensitization towards the risk 
posed by bioterrorism, 4) setting up mechanisms for i. disease 
surveillance, ii. rapid and early detection and iii. Efficient 
epidemiological management of the attack of bioweapons.  
 
Keywords: Biowarfare, Bioterrorism, Bioweapons, Pathogens, 
Public Health Management System. 

INTRODUCTION 

Bioterrorism is a form of biological warfare which involves a 
deliberate, planned and intentional release of biological agents 
which have the potential to cause widespread diseases and 
illnesses among human beings. Such biological weapons are in 
the form of microorganisms which are typically found in 
nature and are virulent i.e. have disease causing ability but are 
often found to be mutated to increase their virulence effect or 
in order to make them resistant against commonly available 
drugs, antibiotics and medications. Such microbes can rapidly 
spread through any medium - air, water, soil, food (Center for 
Disease control, 2006).  

MICROBES – AS BIOLOGICAL WARFARE AGENTS 
Reviewed literature shows that microbes which are used as 
agents for bioterrorism are shown to display the following 
characteristics: 

 Pathogenic strains of microorganisms-viruses, bacteria, 
toxins. 

 These microbes have the potential to cause widespread 
diseases and illnesses. 

 Such agents are typically found in nature. 

 These microbes are highly virulent in nature and cause 
infectious diseases. 

 Aare often genetically engineered, mutated and modified 
to increase their virulence or to make them drug resistant. 

 Such microbes can rapidly spread through any medium- 
air, water, soil, food. 

 Such microbes are often found to be easily spread 
infections from person to person. 

 In ancient time’s crude methods such as fecal matter, 
animal carcasses were used for contamination of soil, 
water bodies while in modern times dried spores, 
Genetically Modified Organisms (GMOs) are used. 

 Such agents pose a threat to national security and causes 
public concern. 

Commonly identified bioterrorism agents: 

 Anthrax,  

 Plague,  

 Brucellosis, 

 Smallpox,  

 Viral Encephalitis  

 Viral Hemorrhages 

 Toxins  
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Bioterrorism agents can be classified into three categories as 
shown in the table below: 

Table - Classification of Bioterrorism Agents 

Factors  Category A Category B Category C 

Risk 
Factor 

Easily 
transmitted 

Moderate ease 
of 
transmission 

Easily 
available, 
spread 

Mortality 
Rate 

High death 
rate 

Moderate 
death rate 

Low death rate 

Public 
Health 
impact 

major moderate moderate 

HISTORICAL PERSPECTIVE OF BIO-WEAPON 
BASED ATTACKS 

Pathogen Place 
Time 

period 
Bio-warfare method

Claviceps 
purpurea (rye 
ergot-fungus) 

Syria 
6th century 
BC 

Pathogen spread 
through 
contamination of 
water supply 
 

Bubonic plague 
City of 
Kaffa 

1346 

The hurling of the 
dead bodies of 
plague victims 
 

Small Pox 
Native 
Americans 
in France 

1767 

Spreading of 
smallpox via 
contaminated 
blankets 
 

mycotoxins 
(fungal toxins) 

Afghanistan  
Incidents of ‘yellow 
rain’. 

Salmonella 
United 
States, 
Oregon 

1984 
intentional 
contamination of 
restaurant salad 

Anthrax spores US 2001 
Bio-weapon 
delivered through the 
postal system. 

(Source: Adapted from Das & Kataria (2010), Bioterrorism: A 
Public Health Perspective, MJAFI, 66( 3), 2010, 255-260) 

 
Das & Kataria (2010) opined in one of their study that spread 
of epidemics due to avian (H5N1) influenza in Hong Kong, 
Ebola hemorrhagic fever in central Africa and Nipah virus 
(NiV) infection in Malaysia, Singapore and India, often raise 
concerns regarding possibility of bioterrorism but 
investigations revealed lack of evidence. 

RESEARCH METHODOLOGY 

The present study utilized content analysis based on the 
reviewed literature. Several studies were reviewed including 
reports, historical accounts illustrated in research articles and 
reports, national and international studies were reviewed. Full 
texts, abstracts, white paper repo. 

FINDINGS 

PREVENTION AND MANAGEMENT MEASURES - 
BIOTERRORISM AGENTS 

Reviewed literature clearly indicates the need for having 
strong countermeasures and policies for dealing with the crisis 
of bioterrorism attacks such as: 

 Need for increased preparedness of public healthcare 
centers especially in detected cases of outbreak. 

 Need for strengthening and enhanced public and clinical 
management of highly infectious diseases. 

 One of the major issues lies in timely identification and 
discrimination between a natural pathogenic outbreak and 
a bioterrorist attack. This is supported in the study by Das 
& Kataria, 2010 who state that prompt distinction 
between these two types are needed for effective and 
efficient medical intervention and management. 

Table - Common routes of microbial entry and methods of 
detection of bioterrorist attacks 

Route of entry of 
pathogen 

Common 
bioterrorism 

agents 

Commonly used 
Methods of 
detection 

Inhalation Aerosols, spores 

pathogen 
detectors 
collocated 
with air quality 
monitors 

Gastrointestinal Tract 
bomblets delivered 
by aircrafts 

Syndrome 
surveillance by 
doctors 
in hospital out-
patient 
departments 
(OPDs), private 
practitioners and 
family physicians 

Mucous Membranes/Skin

delivery by post 

deliberate 
infiltration of 
infected animals 
vectors and pests 

(Source: Adapted from Das & Kataria (2010), Bioterrorism: A 
Public Health Perspective, MJAFI, 66( 3), 2010, 255-260) 

STEPS IN MANAGEMENT AND CONTROL OF 
BIOTERRORISM 

Pinto (2013) stresses on the need for counterterrorism of 
biological terrorism to deter such attacks in the future. The 
study highlights the following procedures: 



U
PR
 
 

D
20
at
bi
co
th
di
sim
M
ho
an
se

D
of

(S
Pu

UNDERSTAND
REPAREDNE

eterrence thro
002 (USA)” 
ttacks, mainte
iological agen
ontrolling bio
hreats. Survei
iagnose unexp
milar genetic

Medical manag
our. There is 
nd setting up o
ensitization. 

as & Kataria 
f Bioterrorism

Figure- St

Source: Adapte
ublic Health Pe

DING THE T
ESS OF THE 

p-ISS

ough legislati
which focu

nance of safe
nts. Preventio

ological, chem
illance is ne

pected causes 
c makeup or 
gement of su
immense nee

of warning ne

(2010) state t
m attacks can b

teps in Manage

ed from Das &
erspective, MJA

THREAT POS
PUBLIC HEA

Inte
SN: 2394-5820

ions such as 
s on preven

ety of food, w
on is the ne

mical, biologi
eeded to mo
of diseases, v
genetically m

uch outbreaks 
ed for having

etworks for cre

that the respon
be divided into

ement of Biote

& Kataria (20
AFI, 66 (3), 201

SED BY BIOW
ALTH MANA

ernational Jou
0, e-ISSN: 23

 
“Bioterrorism

ntion of biot
water and drug
eed of the ho
cal and radio
onitor, contr
ariants of orga
modified orga

is the need 
g strong publ
eating general

nse and mana
o five main ph

rrorism Attack

010), Bioterro
0, 255-260) 

WARFARE A
AGEMENT S

 

urnal of Basic 
49-5839, Volu

m Act, 
terrorist 
gs from 
our for 
ological 
rol and 
anisms, 
anisms. 
for the 
ic laws 
l public 

agement 
hases: 

ks 

rism: A 

1.

Th
eff
saf
lab
up
an
Do
tea
cli
po
dis
at 
sho
sen

2.

In 
tim
da
co
ste
ou

3.

Th
inv
co
tho
an

4.

Th
he
tre
app
ter
im
tea
lab

5.

Th
co
ass
me
fin
res
for

RE



AND THE NE
YSTEM 

and Applied 
ume 7, Issue 

Preparator

his phase dea
fective and ef
fety crisis as 
boratory faci
pgraded to ens
nd all medical
octors, rapid 
am should be
inics and amb
ossibilities. Su
sturbances am
regular interv
ould be ma
nsitized to the

Early warn

this phase the
me systems. A
ata analytics 
mpilation and

ep is critical
utbreak. 

Notificatio

he activities in
vestigations t
nfirmation of
ose infected, p

nd keeping the

Response p

his phase is h
alth personn

eatment and 
propriate acti
rms of availab

mplementation 
ams, notifica
boratories. 

Recovery p

his phase is 
nditions of n
sessed in term
easures are i
nancial and o
sponse teams 
r future and pu

ECOMMEND

Warning n
awareness.

EED FOR ENH

Biology 
1; January-Ma

ry phase 

als with prep
fficient dealin

a result of a
ilities should
sure that they 
l facilities to 
response team

e trained to h
bulances must
uch attacks a

mong public, h
vals about the
ade aware o
e need for self 

ning phase 

e collected da
Artificial Inte
can play an

d interpretatio
l towards co

n phase 

n this phase 
through labo
f diagnosis in
providing nec
 public health

phase 

highly critical
nel, and dom

follow up, 
ion plan afte
ble resources a

of the action
ation to iden

phase 

the last pha
normalcy afte
ms of damage
dentified to r

other resource
are compiled 
ublic advisory

DATIONS 

networks to 

HANCING  

arch, 2020 

paredness in 
ng with the m
a biological w

d be monito
are equipped 
deal with m

ms and quick
handle such e
t be kept read
are aimed at 
hence they mu
e status of the
of precaution
f reporting of c

ata must be an
elligence and
n integral ro
on of epidem
ontainment a

deal with qu
oratory testin
n affected per
cessary medic
h management

l as it deals w
main experts 

developing 
r assessment 
and managem

n plan by quic
ntified state 

ase and it st
er the setbac
e to resources
replenish the
es. Data com
and continge

y about norma

be set up 

order to ma
medical and n
warfare attack

ored and reg
with state of 

medical emerg
k response m

emergencies, 
dy to deal wit

creating pan
ust be kept inf
e outbreaks an
nary measur
cases of infect

nalyzed throug
d computer a
ole in notifi

miological data
and control 

uick epidemio
ng support to
rsons, quarant
cal support an
t systems in ge

with contactin
for identifi
a workabl

of the situat
ment system in
ck response m
and national

resses on re
ck. The situat
s and econom

e damaged m
mpiled by the

ncy plans are 
alcy are issued

for general 

9 

aximize 
national 
k. The 
gularly 
the art 
encies. 

medical 
mobile 
th such 
nic and 
formed 
nd they 
re and 
tion. 

gh real 
assisted 
ication, 
a. This 
of the 

ological 
owards 
tine of 

nd care 
ear. 

ng key 
ication, 
e and 
tion in 

n place, 
medical 
l level 

storing 
tion is 

my and 
medical, 

 quick 
drawn 

d.  

public 



Dr. Sampurna Guha 
 

 

International Journal of Basic and Applied Biology 
p-ISSN: 2394-5820, e-ISSN: 2349-5839, Volume 7, Issue 1; January-March, 2020 

10

 Quick diagnosis through efficient and effective diagnostic 
procedures. 

 Preparing the public health management systems to deal 
with such crisis 

 Regular monitoring of novel and virulent forms of 
pathogens that have the capacity to spread diseases. 

 Immediate need for having a bioterrorism regulatory law 
and policy for counter-terrorism measures and control. 

CONCLUSION 

The studies reviewed reveal that bioterrorism remains a major 
threat in today’s global community despite peace treaties at 
national and international levels. Hence it should be viewed 
with concern and preparatory steps should be taken in advance 
to meet any major outbreak. The study clearly indicates the 
major types and nature of various biological pathogens, their 
ability to be used as biological warfare agents and the possible 
steps for control and remediation. As revealed through the 
findings of this study, there is need for public and 
administrative measures through sensitization and awareness 
creation programs, equipping laboratories and testing centers 
with cost effective and efficient diagnostic procedures and 
emergency medical equipments. Doctors and medical 
practitioners should be trained to handle all medical 
emergencies at any hour and the quick response teams should 
be alert and vigilant at all times. Mock drills are needed at 
public places to inform citizens about the threat posed by 
biological warfare to the national security systems and to 
avoid panic among public and to aim towards minimizing 
damage and mortality. 
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